— Organizador Local: Universidad Tecnolégica Equinoccial del Ecuador - UTE y el Consarcio
= WAL! Ecuatorianc para el Desarrolio de Inlemet Avanzade - Cedia, Quito - Ecuador

Quito, Ecuador

Del 24 al 22 de Julio

South America Workshop

WALC 2006 (Quito, Ecuador — 26-28 July '06)

Host Configuration
(Windows XP)

Miguel Baptista (miguel.baptista@fccn.pt)
Pedro Lorga (lorga@fccn.pt)
Simon Muyal (muyal@renater.pt)



South AmericaNorkshop - Quito Host configuration (Windows XP)

L aboratory Exercise. Host Configuration
(Windows XP)

Objectives
In this laboratory exercise you will complete tloldwing tasks:

» Activate the IPv6 protocol stack on WinXP PC’s

* Understand basic IPv6 concepts
* Manually add/remove IPv6 addresses on Win XP
» Disable 6to4 and isatap virtual interfaces

Visual Objective

The following figure shows the topology of the @ant laboratory. This
laboratory is identical with the one on the pregiomodule Kouter’s

config #)

LAB Address Space
VLAN X address space:

2001:DB8:CAFE:X::/64

2001:DB8:CAFE::/48
192.168.X.0/24

192.168.0.0/16

VLAN #12
.DB8:CAFE:12::/64
8.12.0 /24

Router #1 Router #2

%

VLAN #2n
8:CAFE:2n::/64
.0/24

VLAN #1n
2001:DB8:CAFE:1n::/64
192.168.1n.0 /24

Router #3

VLAN #3n
01:DB8:CAFE:3n::/64
192.168.3n.0 /24

VLAN #32
2001:DB8:CAFE:327/64

192.168.32.0 /Z@

Figure 1. Scenario topology
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Setup

On the previous scenario, for a particular vlankjnyou enabled and
configured IPv6 addresses and Router Advertiserivergsages. Please,
verify that everything is correctly configured,garticular:

* Router advertisement messages interval=30 seconds
» Prefix value in RA messagissnot suppressed
e vlanXY address=2001:DB8:CAFEKY:: router_number64

Scenario

According to the exercises on previous lab, forhealan, the router is
sending periodically the correspondent router adigement messages.
Now that we have IPv6 support on each link, we nieexttivate IPv6 on
our computer’s Operating system, in this case, \WivelXP.

Task 1: Enabling IPv6 on Windows XP

Complete the following exercise’s steps

Step 1: Enable IPv6 on your Windows XP (SP2)
(Tip: There are two alternative methods to do it)
» Using the WinXP GUI

-+ |Local Area Connection Prope...@g]

General | Authentication | Advanced

Connect using:
ES Int=llR) PROA00YVE Network Conne

This connection uzes the following items:

Irstall... ] [ Uninstal ] [ Froperties

[rescription

Alloves wour computer to access resources on a Microsoft
network.

Show icon in natification area when connected
Matify me when thiz connection has limited or no connectivity

[ 0K H Cancel ]

Figure 2: IPv6 GUI installation
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e Or from a CLI runipvé install

Task 2: Display and identify existing IPv6 addresses
Complete the following exercise’s steps

Step 1: Identify the different interfaces at your PC. Whiches are related to
IPv6 transition mechanisms?
From a CLI run the following commands:

e ipconfig /all

+ netsh interface ipv6 show interface (look at the end of the
document fonetsh basic information).
*  ipv6 —vif

Step 2: Identify different types of IPv6 addresses (Péeastice! You already
have IPv6 addresses and you didn’t have to makecanfyguration on your host
machine)

* Link local (Tip: Search for fe80:.)

» auto-configuration IPv6 address: Search for..ff:fe... )

» |Pv6 address due to privacy extension

e multicast addresses

» validity of addressegETip: Use the commanietsh interface ipv6
show address  <interface>)

Task 3: Using some | Pv6 related tools

Step 1: Ping local IPv6 addresses
* Ping the IPv6 localhost addresslj
* Ping your host’s link-local and global addresses

Step 2: Without looking into the router, identify the reuts link-local address
(for your vlan)
* What's the appropriate command?
0 Traceroute ?
0 Show neighbors ?
O ipconfig ?
* Ping router’s addresses (link-local and global adsles). Did you
successfully ping router’s link-local address?

Step 3: Usingetherea) capture router advertisement and router solicitatio
messages. (Look at the end of the document foredthbasic

information).
* Which IPv6 addresses (source - destination) are insthese
messages?
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* Innetsh command prompt, renew your IPv6 addrass: (hetsh
interface ipv6 ? ). Did you capture any router solicitation message?
Then, look at the first router advertisement messster the RS
message. What's the source/destination addrese2hfy equal to the
previous RA message? Why?

Step 4. Display your current IPv6 routing tableif: Use commandetsh
interface ipv6 show routes level=verbose ).

Task 4: Add/Remove | Pv6 addr esses

Complete the following exercise’s steps

Step 1: Manually add an IPv6 address
* On your local area connection, add the followindrads:
2001:DB8:CAFEXY::10, remembern{Y=your vlan number

(Tip L: netsh ipv6 interface add ... )
(Tip 2: <interface -> interface number or name>)

Step 2: Manually remove an IPv6 address

* Remove the address created on the previous Biemétsh ipv6
interface delete ... )

Step 3: Disable privacy extensions (RFC304 I)ip( Use the commandetsh
interface ipv6 set privacy )
* Check your current addresses

* What could be the problems in terms of securityoifi enable/disable
privacy extension?

Step 4: Disable 6to4 and isatap virtual interfaces .
(Tip 1: Use the commandetsh interface ipv6 6to4 set state ... )
(Tip 2: Use the commandetsh interface isatap set ...)
Check your current interfaces.

Summary

After completing these exercises, you should be &bl
* Enable and configure IPv6 addresses on windows XP
* Identify different address types
e Manually add/remove IPv6 addresses
» Disable 6to4 and isatap virtual interfaces
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Appendix A
Compact “Ethereal” documentation

Ethereal is used by network professionals arouedatbrld for troubleshooting, protocol
analysis, software and protocol development. Itenopource license allows talented
experts in the networking community to add enharerém It runs on all popular
computing platforms, including Linux, and WindowSee further information at
http://www.ethereal.com/

In order to capture packets, use the me@ap(ure -> Interfaces..). Then choose the
interface you want to use and click on the corredpatPreparebutton. In theCapture
Options window check both Update list of packets in real tinfieand “Automatic
scrolling in live capturé. Then uncheck bothEnable transport name resolutidnand
“Enable MAC name resolutioh(see figure 3).

@ Ethereal: Capture Options

rCapbure
Interface; | vyukorwxp23 Marvell Gigabit Ethernet Controller (Microsoft's Packet Scheduler) : 'LD-E]
IP address: 193.7

?BuFFer sizes | 1_ :: megabyhels)
Capture packets in promiscuous rnc'_de
] Limit each packet ko bytes
=
Capture File(s) Display Cptions
File: B l [Erowse. = ] Update list of packets inreal time

[ use mulkiple files

| Automatic scrolling in live capture

[] Hide capture info dislog
_ Mame Resolution

Skop Capkure ... || Enable MAC name resolution

aoafter |
[l L - [ Enablz netwaork narmne resalution

1 ... after
] ... after

[ Start I I Cancel ]

[ Enable transport name resalution: )

Figure 3: Ethereal capture options

If you want to capture only a specific set of pdskeiseCapture Filter option (in the
Capture Optionswindow), as shown in Figure 4. Use the captureerfil pv6 (some
Ethereal’s versions us@s6) to capture only IPv6 packets bcnpv6 to capture only
ICMPV6 packets.
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@ Fthereal: Capture Options

rCapture

Interface: |yuk0nwxp23 Marvell Gigabit Ethernet Controller (Microsoft's Packet Scheduler) @ 'l,DniE]
IP address: 193.:

| |
iBuFFer size: |1 i: megabyteds)

Capture packets in promiscuous made

[ Limit each packet: to !- & ! btes
< ’Iature Filter: ] iipvm [E
Capkure Filels) - [Display Options
File: | | [B_rowse... ] Update list of packets inreal time

[ use multiple files

Automatic scrolling in live capture

[] Hide capture info dislog

i e TR “Marme Resolution

[ Enable MAC name resolution

Stop Capture ...

L ... after 5-7| [] Enable network name resalution

[ i after |1 | kel

O] ... after | | [ Enable transport name resolution: |
(=] [ Start I [ Cancel ]

Figure 4: Ethereal packet capture filters

After having captured some traffic, you can aldfithe results using tHeilter option,
as shown in the Figure 5.

@ Intel(R) PRO/1000 PL Network Connection: Capturing - Ethereal

File Edt View Go Capture Anslyze Statistics  Help

QY EEHxRE RevwT L BE QAQ

! = Expression.., Clear Apply

Source Destination Protocol  Info —

20001:6%90:1:1::10 2001: ICMPvE Echo reguest
A sl 201' ICMPVG Echcl

.985930

2001:690:1:1::10
. 735608 fe80::2a0: dl‘Ff 'Fe3 2001:690:1:1::1 ICMPwE Neighbor solicitation

9] ICMPVG
4
4.735969 2001:690:1:1::1 fedo::za0:d1ff:fe3 1cmpve neighbor advertisement
4
4

Echo

L O9E7E9 fego::216: CS'FF 'Fe3 2001:690:1:1::10  ICMPw6 Neighbor solicitation
L GOET o0 2001:6%0:1:1: feB0::216:c8ff:fe3 ICMPv6 Neighbor advertisement I

& ‘ X

00l om0 e

94 hytes captured)

& Frame 3 (94 bhytes on wire,
'dl 32:80:f5 (00:a0:c1:32:80:75), Dst: 00:16:c8:30:60:c0 (00:16:C8:

= Etharnet I

version: ©

Traffic class: ox00

Flowlabel: 0x00000

Payload Jength: 40

next header: ICMPYE (0x3a)

Hop Timit: 128

Source address: 2001:680:1:1::10

bestination address: 2001:690:1:1::1
= Internet Control Message Protocol vé

< >
0000 00 16 cB 30 A0 <0 00 al 32 80 T5 8§ ~
o010 L i
0020 a5 :
0030 b 00 00 00 09 61 62 [, - ..:..:

0040 65 64 65 66 67 63 69 G6a &b 6 6d Ge &6f FO F1 72 o 1] k'Imnqur‘

Inosn 73 74 P8 6 77 &1 &7 A2 GA GE AR AT &R AN ctinmmnhe AaFehs S
Jlinternet Protocol Yersion & (ipv6), 40 bytes [Pretpreimn ;

Figure 5: Ethereal interface

(Tip: Use the filteri pv6 (some Ethereal’'s versions usgs$) to show only IPv6
packets,i cnmpv6. code==0 to show ICMP packets of specific codehdrt p to show
HTTP traffic.)
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Appendix B

Using Netsh

Netsh is a command-line scripting utility, for the Winds Operating System, which
allows you to display or modify a computer’s netiwoonfiguration currently running.

Netsh contexts

To run anetsh command, you must stametsh from the CLI prompt and change to
the context that contains the command you wans& The contexts that are available to
you depend on which networking components you hastlled. For example, if you
typedhcp at theNetsh command prompt, you change to the DHCP contexttif iyou

do not have DHCP installed the following messageears:

The following command was not found: dhcp.

Running Netsh commands from the Netsh.exe command prompt

Netsh uses the following standard commands in all cdetéxat you can run from a
Netsh.exe command prompt (that is, netsh>). Theightmbe functional differences
between Netsh context commands on Windows 2003Mindows XP.

To view the command syntax, click a command.
Moves to the context that is one level up.
{/’>|’>|help|h} Displays help at the command prompt.
Abort Discards any changes made in offline ma@dgort has no effect in
online mode.
5. quit Exits Netsh.exe

N S

Example

The following sample script changes a context ftbenroot context to thimterface ipvé
context and adds an IPv6 address:

C:\> netsh

netsh>

netsh> interface ipv6

netsh interface ipv6>

netsh interface ipv6> add address interface=7 address=2001:ABBA::1
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