Network Management

2"d South East Europe 6DISS Workshop
Plovdiv, Bulgaria
27-29 June 2007

Athanassios Liakopoulos
(aliako@qgrnet.qr)

IPv&DISSemination and Exploitation




Copy ...Rights

 This slide set is the ownership of the 6DISS project via its
partners

« The Powerpoint version of this material may be reused and
modified only with written authorization

e Using part of this material must mention 6DISS courtesy

e PDF files are available from www.6diss.org

 Looking for a contact ?
— Mail to : martin.potts@martel-consulting.ch
— Or helpdesk@6diss.orqg

2nd SEE 6DISS Workshop (Plovdiv, 27-29 June, 2007)

IPv&DISSemination and Exploitation




Outline

 [ntroduction

e Basic Network Management Protocols
« MIBs & IPv6 support

e Flow Monitor

 Management platforms and tools

e Conclusions

2nd SEE 6DISS Workshop (Plovdiv, 27-29 June, 2007)

IPv&DISSemination and Exploitation




Introduction

 Network Management : What Is about?

1. Configuration
Inventory
Topology
Fault
Security
Accounting

2.
3.
4.
D.
6.
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Introduction

» Deployed IPv6 networks

— LANS (e.g. campuses, companies, ...), MANs, WANs (e.g. GEANT,
NRENS, IIJ, NTT/Verio, Abilene, ...), IX's

— Most are dual stack but there are few IPv6-only networks
— Testbed, pilot networks, production networks

— In all cases, the appropriate management tools and procedures
are required.

e Important to keep in mind
— Dual stack network will not last for ever!
— One IP stack should be removed ... eventually!

— No reasons for network admins to face twice the amount of
work

2nd SEE 6DISS Workshop (Plovdiv, 27-29 June, 2007) IPyBDISSemination and Exploitation




Dual stack IP networks

o Part of the monitoring can be done via IPv4
— Connectivity to the equipment

— Tools to manage the network, e.g. inventory,
configurations, «counters», routing info, ...

 Remaining part (of monitoring) needs IPv6

— MIBs with IPv6 support
— NetFlow (v9)
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IPv6-0nly networks

e Topology discovery (LAN, WAN ?)
e |[Pv6 SNMP agent
« SNMP over IPv6 transport

Need to identify the missing parts!
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Basic Network Management Protocols

e SSH/TELNET

— Most commercial routers/systems supports them

— Periodic scripts can retrieve information from the
routers over IPv6

. TFTP

— Software images/configuration can be transported
over IPv6
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MIBs & IPv6 support

 SNMP over IPv6
e |Pv6-related MIB status

e Implementation issues

— Different levels of support; mixture of private, IPv6-
standard MIBs, and Unified MIBs.

2nd SEE 6DISS Workshop (Plovdiv, 27-29 June, 2007)

IPv&DISSemination and Exploitation




SNMP over IPv6

IPv6 information in MIBs can be
transported over IPv4 or IPv6

SNMP queries over IPv6 are supported by many vendors,
e.g. Cisco, Juniper, Hitachi, 6WIND
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|Pv6-related MIB status

e MIBs are essential for the network
management

« SNMP-based applications are widely used but
others applications may also be used, e.q.
NetFlow, XML-based, ...

« SNMP rely upon MIBs ...

— Necessity to have MIBs that collect IPv6 information as
well as have MIBs reachable from an IPv6 address.
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|IPvo-related MIB status #2

o Standardization status at IETF:
— At the beginning IPv4 and IPv6 MIBs were

dissociated!
|Pv4 IPv6 Remarks

Textua Conventions RFC1902 Definition of IP address format

RFC2465
IPMIB

RFC2011

ICMP MIB RFC2466
TCPMIB RFC2012 RFC2452
UDP MIB RFC2013 RFC2454
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|IPvo-related MIB status #3

N
RFC 1902
RFC 2851 » RFC 3291 » RFC 4001
| Pv4: ipAddress
OCTET STRING(SIZE(4)) |P: { inetAddressType, inetAddress}
{ INTEGER, OCTET STRING(SIZE(0..255)) }
RFC 2465
| Pv6: ip6Address
OCTET STRING(SIZE(16)) /
| | | | | >
nov 1996 1998 june 2000 may 2002 feb 2005
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|IPvo-related MIB status #4

- Standardization status at IETF
- Today : Unified MIBs are on standard track.

RFC 4001
RFC 2011 . RFC4293
RFC 2012 RFC4022
RFC 2013 RFC4113
RFC 2096 : RFC4292
Nov!1996 June !2002 May !2002 Feb !2005 JuIy! 2006
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|IPvo-related MIB status #5

 BGP MIB v6:

— draft-ietf-idr-bgp4-mibv2-05.txt (07/2005)
* Expired

Note that the same people are working on
— draft-ietf-idr-bgp4-mib-15.txt (08/2004)
«>RFC 4273

*This draft consider only IPv4 addresses:
—« IMPORTS IpAddress » = 32 bits
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Netflow & IPFIX model

: flow export
T
co ecor

flow export COI‘e

=<

Flow= set of packets belonging to
the same application between
a Source/Destination couple
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NetFlow ver.9 & IPv6

IPv4/v6 Traffic > %
S =
NetFlow

for IPv6
Enabled Applications:

Device e Performance

Source Address SeCU”ty

Destination Address o Bl”lng
Source Port

Destination Port

IbeéyéaILS Protocol Type 1. Templates
Input Logical Interface — -
BGP next hop TOS

MPLS label

MPLS label type (LDP, BGP,
VPN, ATOM, TE Tunnel MID-PT)
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IPv6 flow monitoring

e CiIsco

— Netflow v9
* |IPv6 packets captured (needs IPv6 CEF)
o Still uses IPv4 transport
 May need to update your own Netflow collector

 Juniper:
— Cflow

e Hitachi
— Sflow (RFC 3176)
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Commercial platforms

« Commercial ISPs usually have integrated
management platforms
— HP-OV proposes a version with IPv6 features: NNM 7.0 (sept

2003). Need some hack for automatic IPv6 discovery of
CISCO routers.

— Ciscoworks: IPv6 version for

« LMS 2.5 : LAN Management solution

— Includes a set of functionalities (Campus Manager 4.0, Ciscoview
6.1, ...)

* CNR 6.2 : Cisco Network Registrar (Naming & addressing
services)

Application note on IPv6 management
— Tivoli Netview doesn’t propose any IPv6 features
— Infovista : (still?) «no IPv6 plans at the moment »

« NRENSs mainly use open-source or home-made tools
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Cisco: LMS Application
supports IPv6

LMS: LAN Management Solution version 2.5

 Includes :
— Campus Manager 4.0
— Resource Manager Essential

— CiscoView version 6.1

— Cisco Network Registrar (CNR 6.2)
— Device Fault Manager

— Internet Performance Monitor

— Common services
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« TOQ ten » ...

« HP Openview

* Ciscoworks 2000 (LMS 2.5)
* |IBM Netview

* Infovista, Tivoll

IPv6 ready

IPv6 not ready
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Tools (routing, performance)

« AS Path Tree
— Displays inter-domain network "topology” using BGP routing table
— http://carmen.ipv6.tilab.com/ipv6/download.html/
 Looking Glass
— Collect information from network nodes without direct connection.
— http://we6.loria.fr/
 Mping
— A tool for collecting statistics for ping RTT/loss.
— http://mping.uninett.no/
 RIPE Test Traffic Measurement Service
— Monitor & diagnose network problems.
— http://www.ripe.net/ttm/
 Open_Eye / Panoptis
— Tool to detect and block DoS/DDoS attacks
— http://panoptis.sourceforge.net/
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Tools (monitor)

 Argus
— A system and network monitoring application
— http://argus.tcp4me.com/
 Nagios
— A host, service and network monitoring program
— http://www.nagios.org/
» Cricket
— System for monitoring and visualizing network traffic.
— http://cricket.sourceforge.net/
« MRTG & Weathermap
— http://netmon.grnet.gr/weathermap/
 Wireshark / Ethereal
— Network protocol analyzers
— http://www.wireshark.org/
— http://www.ethereal.com/
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Tools (troubleshoot)

o Iperf/ pchar
— Network performance tools
— http://dast.nlanr.net/Projects/Iperf
— http://www.employees.org/~bmah/Software/pchar/
* Multicast Beacon / dbeacon
— Multicast tools that provides statistics and diagnostic information.
— http://dast.nlanr.net/Projects/Beacon/
— http://dbeacon.innerghost.net/
e ssmping / asmping
— Tools for troubleshooting multicast SSM/ASM.
— http://www.venaas.no/multicast/ssmping/
e ntop
— A network traffic probe that shows the network usage
— http://www.ntop.org/
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ASpath-Tree

. Displays inter-dom;Re«#: The whole IPv6 BGP table

network ”tOpOIOgy” RENATER Project

. Network T CERN =  &TAP = MREN ~—MOTOROLA LA
COlIeCtIng BGP 555555555555555 -I: POL34 A5 = LODMAN AS
ABILENE =  WBNS = LAVANET = SPRINT =  AS22043 = A514116
MREDIRIS™ AS3507 IU!
' I ~As2200
routing table L
" LACNIC 1916 - ESNET
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e Automatic generati T™ o w
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http://netmon.grnet.gr/lg.shtml

Looking Glass

Get information from a
router via a Web
Interface

End user don’'t need to
login to router

Allows the user to
detect causes of
failures w/o asking the
NOCs

|

Greek Research & Technology Network

MINISTRY of DEVELOPMENT

GENERAL SECRETARIAT for RESEARCH & TECHNOLOGY

GRNET Looking Glass (IPv4/TPv06)

Router:

< athens . grmet.gr
< athens-2.omet.gr
(O] athens-3 . omet.gr
2 ilissos gmet gr
< acropolis grnet.gr
< athens . grmet.gr
(&) énet.Zmet.gr

IPvd Query:
O show ip route =ip address=
2 show interface =inferfiece =
O show ip ospf database external =ip address=
O show ip bgp =ip address=
O show ip bgp suramary
O show ip bgp darmpening darpensd-paths
2 show emviromment all
O show ip bgp dampening flap-statistics
O show ip mroute =ip address=
O show ip rpf
O show ip mbgp =ip eddress=
O show ip sdr
O show ip sdr detail
O show ip m=dp sa-cache <as numbers=
O show ip msdp swm
O show ip msdp count
O show ip m=dp peer <ap address=
G nine <m address=

ddrass=

@] thessaloniki.grmet gr
< thessaloniki-2 . gmet.gr
O patra.omet.gr

2 patra-2 grmet gr

' heraklio gmet.gr
' heraklio-2.gmet gr
O larissa Zimet.gr

O larissa-2 mmet.gr
@] ioannina.grmet.gr
@] ioannina-2.grmet.gr
O syros.mnet.gr

O zanthi.grmet.gx

@] athens-1.grnet.gr

IPvii Query:
O show ip route =ipvd address=
2 showr ipvs interface =inferfoce=
(@] show bgp it <IPv o profix nefworkilength=
< show bgp ipvd surnooarss
(@] show bgp ipvd flap-statistics
O ping ipvé <ipw & address=
 trace 1pvh =g & address=

MPLS Query:
O show mmpls R2transport we
2 show rapls 12transport v detail
2 show mpls forearding-table =inforfice=
C show ip vl
O showr ip vaf detail
O show ip route vif =FPMNnaeme=
(@] ping vif =FPMNname= <ip address=
O trace vif’ <FFPN name= =up address>

L ——— szet )
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Weathermap

« SNMP-based network
traffic grapher

e Monitor the link
utilisation

h tt p //n et m O n . g rn et . g r/m ap . S h t m I The snet Weathermap is maintained by th Greek Resaarch and Technology Network (GRNET).
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e Monitor network
element status,
(PCs, switches,

LB

1]

9@

Top:Serveurs-STPA

User: Jjdurand

name Serveurs-SPA Cwerride
tatu:
routers, etc,), node - s
Name Status Flush Cache
. | b . | : ff' data-ipv6 TPvd Display Corfiz
avallapility, trafftic, it
Debugaing
. sem? TPvwd
services, (http, ft i fry
y ’ y el
. Status: up since Thu 11 Nov 20:59:44 2004 Wotifizs
d rT] rT]t t start elapsed time % up % downtimes down
n S ] I a’p ] S p ] e C) Today Mon 22 Nov 00:00:00 2004 10:00:00 100.0  0.00 0 EeLos
Yesterday Sun 21 Now 00:00:00 2004 1d0:00:00 1000 0.00 0
- - 2Days Ago  Sat 20 Nov 00:00:00 2004 1d0:00:00 1000 0.00 0 Top
« Easily extendible SR R
Last Month Fri 1 Oct 00:00:00 2004 lm 10000 9997 003 1 Logot
2Months Ago Mon 13 Sep 11:1437 2004 174 1233:52 1000  0.00 1
This Year Mon 13 Sep 11:14:37 2004 2m 104 232241 9946  0.54 3

Thu 11 Mow 20:59:44 2004 yp  TRAINSITION -
Thu 11 Mow 12:08:57 2004 down TRAINSITION -
Wed 12 Oct 17:13:44 2004 up  TRANSTTION -
Wed 13 Oct 17:02:33 2004 down TRANSITION -
Mon 13 3ep 112835 2004 up  TRAINSITION -

data-ipvé_Pvd
data-ipvé_Pv
data-pu6_[Pvd
data-ipvé_Pv
semd_IPwd

0 Inkernet
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I " HORN (et Network Status Host Status Totals Service Status Totals
I M On Itor SerVICeS Naglos Last Updated: Thu Jan & 09:33:05 CET 2004 Up{Down|Unre hlafPe : ntlWarminaliioknownlCrtics
s Updated every 90 seconds : R L s
an d n etWO rkS Nagioz® - wiiw.naqins.org 1 - ! ! 1 ] 1 -
: Loggedinas ? T [T , —
) CO u Id be a ‘Dg::;wntation Vigw Service Status Defai For All Host Groups ’ ) 7 ' :

Vigw Status Qverview For Al Host Groups

| I .|: Wigw Status Summary For Al Host Groups

complex tool for a o Sl Al
9Tactical Overview

small network # Senice et

9Host Detail

 New features can [

¥ Status Summary
: ¥ Status Grid e ot T
-y :E -08-12-200315:25143 148d 21h 58m 44z Ibiniping -n-U ¢ 1 193.48.158.67

Host Status Details For All Host
Groups

. 93D Status Map
p | u g B I n S 1 e - g - B G P ¥ Service Problems sEm2 @UP 08-12-2003 152743 1484 21h 55m 225 {Host azsumed to be up)
I I ¥ Host Problems
m O n Ito rl n g ¥ Network Outages 2 latching Host Entries Displayed

®Comments
®Downtime

¥ Process Info
¥ Performance Info
¥ Scheduling Queue
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Wireshark / Ethereal

o Packet capturing tools
« Useful for connectivity and troubleshooting
* Available for most platforms

& Intel(R) PRO/100 VE Network Connection (Microsoft’s Packet Scheduler) : Capturing - Ethereal

File Edit Wew Go Capture Analyze  Statistics  Help

& &l xS Qe+ FLIEE QQ F obE X

Eilter:l | w Expression... Clear Apply

Mo, - Time Source Destination Protocol | Info e

9% 18.041823 2001:200:0:8002:203:47FF:Fea5:3085 2001 :800:40:2a05:7575:8BecB: 5897 :4c54 HTTP HTTF'/l.f 3'04 Mot MDIE:I"lf"led ’

100 18.043191 2001:800:40:2a05:7975:82c8: 5897 :4c%94  2001:200:0:8002:203:47FF:F2a5:3085 HTTP GET logo/1l/images/kame3.png HTTP/1.1

101 18.069029 2001:200:0:8002:203:47Ff:feas:3085 2001:80 0:2a05:7975:8ac8: 0897 :14C54 HTTP HTTP 1.1 304 Mot Modified

102 18.185625 20001:800:40:2a05:7970:82c8:50897:4cC94  2001:20 1B002:203:47FF:feas: 3085 TCP 1234 > http [ACK] Seq=l087 Ack=357 wWin=16724 Len=0

103 18.356567 2001:200:0:8002:203:47Ff:Feas:3085 2001:80 0:2a05:7975:82c8: 5897 14 C54 HTTP HTTP/1.1 304 Mot mModified

104 18.487387 20001:800:40:2305:7975:82c8:5897:4C94  2001:20 180021203 :47FF:feas 3085 TCP 1235 > http [Ack] seq=663 ack=390 win=165891 Len=0

105 19.112371 fef0::201:4aff:fel8:26<7 ffoz To7:4<04 ICMPwS Multicast listener report

107 22.829384 2001 :800:40:2a305:7975:8ecB:5897:4C0%4 2001 : 5 tZ2ats:il ICcMPvE Meighbor adwert

108 29.55%766 feB80;::200:87ff :fe28:a0e0 ffoz:: PIMvZ  Hello

109 31.291516 20001:800:40:2a05:7970:82c8:50897:4cC94  200L: d0:il31:230:48FFifeslioedd TCP 1236 > http [S¥N] Seq=0 Ack=0 wWin=16384 Len=0 MSS=1440

110 31.341843 200L:630:d0:131:230:45FF :Fesl:564d 2001 : 0:2a05:7975:80c8: 589714094 TCP http » 1236 [SvN, ack] seq=0 ack win=5760 Len=0 mMss=14

111 31.341878 2001:800:40:2a05:7975:82c8:5897:4C94  2001: 0:l131:230:48FF:Ffes1:564d TCP 1236 > http [ack] seg=1l ack=1l win=l7280 Len=0

112 31.342115 2000:800:40:2a05:7975:82c8:5807:4c04 2001: 0:131:230:48FF:Fe5l:564d HTTP GET / HTTP/1.1

113 31.391834 2001:630:d0:131:230:48FF:F 2001 : 0:2a05:7975:8ecB: 5857 :4c54  TCP http > 1236 [AcK] Seq=1l Ack=418 win=5432 Len=0

114 31.635986 2001L:630:d0:131:230:458FF 2001 : 0:2a05:7975:82c8: 589 94 HTTP HTTP/1.1 200 ok[Unreassembled Packet]

115 31.637772 2000:630:cd0:131:230:48FF:fedl:564d 2001: 0:2a05:7975:;82cC8:9897:4C%4  HTTP Continuation or non-HTTP traffic

116 31.637807 2001:800:40:2a05:7970:82c8:50897:4cCc94  200L1: 0:131:230:48Ff:fesl:oe4d TCP 1236 > http [ACK] Seq=418 Ack=288l wWin=17280 Len=0

117 31.690628 2001:630:d0:131:230:48FF:F251:564d 2001: 0:2a05:7975:82C8:5897:4C234  HTTP continuation or non-HTTP traffic bl

Frame 106 (86 bytes i 86 bytes captured) ~
Ethernet rc B 1a 0, Dst: 00:01l:4a:lB8:26:C7

Traffic class: 0x00

Flowlabel: 0Ox00000

Payload Tength: 32

Mext header: ICMPvE (0x3a)

Hop 14imit: 255

Source address: 2001:800:40:2a05::1

pestination address: 2001:800:40:2a05:7975:532C8:5897:4C94
= Internet Control Message Protocol wé

Type: 135 (MNeighbor solicitation)

Code: 0 -
COo0 =7 -~
{JenNs] T 0 0 [

o020 0 0 0 3 75
0030 3 00 Q0 o0 20 01

(] ol
0040 OB 00 00 40 23 05 F% 75 Se c8 58 OF 4c 94 01 01
MM S NnonnJ 7 2R an an
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Multicast dbeacon

o S u p po rtS I PV4 S1 S2 S3 S4 S5 56 S7 S8 S9 510511 512513 S14S15516 S17 S18 519 5§20 S21 S23 S24 S25

Hs-MRDsR1 12212 96134 78 8 7 5 8 7 5 6 5 5 9 7 7 IR

and IPV6, ASM New York UniversityR212 | 4o 2 2l 3 2 20 13 12 10 11 W[ o 2| 2 [ ©

chrpisaR312 14 w02 2 3 2 10 13 12 11 11 10 10 10 L2 0 w0

and SSM épackorgR5 6 10fJ 7 12t 9o o J0 9 4 10 9 7 8 7 9 5 o o

internet2-Ann Arbor R6 13 10| 7] = s 4 5 11 14 13 11 2 1 1 u s 2 n

° W tt I C Ight mn-1a8GR7 4 12/12/9 613 78 8 7 5 87 5 6 5 5 97
nten n 1 | RenaTerR8 7 2| s 2 I+ 3 5 4 3 5 6 5 5 5 3
d [ [ I+1.switch.ch rRog 10/s 7 Jite 8 9o 8 6 9 s 7 6 8 8 8
an easy O InStex phoccanR10 8 B c Il ¢ « I ¢ 5 4 7 6 6 6 4
u-strasbg.frR11 7 1212 9 (9 13 7 3 8 4 12 4 3 10 6 5 9 9 3 10 3 9 5
° NO Central Servg’r@ uninettnoR12 5 13|10 4 14 5 ] 5 13 12 10 11 10 12 10 22 2 w
ASM used for universite-Paris13R13 8 3 c Il ¢ « [ 5 ¢+ & 4 6 7 6 10 6 4+ 1w
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[ ] 7
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ssmping

: $ ssmping -4 -c 5 ssmping.beacon.ja.net
e A tOOI fOr teStlng ssmping joined (S,G) = (193.60.199.162,232.43.211.234)
: pinging S from 158.38.63.22
SSM mUItlcaSt unicast from 193.60.199.162, seq=1 dist=16 time=39.331 ms
n 71 unicast from 193.60.199.162, seq=2 dist=16 time=39.394 ms
C:C)r]IﬂIEE(:tI\IIt)/ multicast from 193.60.199.162, seq=2 dist=16 time=43.905 ms

unicast from 193.60.199.162, seq=3 dist=16 time=39.542 ms

° BEhaViOr “Similar” multicast from 193.60.199.162, seq=3 dist=16 time=39.547 ms

unicast from 193.60.199.162, seq=4 dist=16 time=39.137 ms

{o unicast pINg multicast from 193.60.199.162, seq=4 dist=16 time=39.142 ms

unicast from 193.60.199.162, seq=5 dist=16 time=39.535 ms

Y A Server must run multicast from 193.60.199.162, seg=5 dist=16 time=39.539 ms

ssmpingd S ackais iramamtetoa tine sovs e

¢ SSSpIng Server umga;;(::kets received, 0% packet loss
rEBF)liEBES \A/itf] k)()tr] muI;?Eagi?/avg/maxlstd—dev = 39.137/39.387/39.542/0.292 ms
Ljr1i(:EiS;t Eif\(j 4|2§§Efts received, 0% packet loss since first mc packet (seq 2)
rT]lJIti(:61£5t ESESFT\[)ir]QJ s rtt min/avg/max/std-dev = 39.142/40.533/43.905/1.958 ms
replies
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2l MonitoringToolsList - the SNET WikiWikiWeb - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help i ,'
e Back - </ Iﬂ Iﬁ -_h /_‘J Search ‘-5::( Favorites &:‘} [_': - :; e _J ﬁ ﬁ
Address EJhttp:,l’)’tnnls.6net.nrg,l’mnin,l’MnnitnrinngnIsList V| Go  Links * @ -
6 “
HOL  MonitoringToolsList o
at Dante
the 6NET WikiWikiWeb FrontPage RecentChanges  Titlelndex  Wordlndex  SiteMavigation  HelpContents Bg@EoB&E0
Here 15 a list of monitoring tools that are currently being evaluated by wpé members. If you are responsible for evaluating orfand migrating a tool to ipwé, then please malce sure that the corresponding page 13 always updated with the latest information.
Ifyou are evaluating a tool not listed in here, please update this page with a WikilVame and then provide a description of the tool.
Any page can be edited by anyone by selecting the EditText link at the bottom of the page.
o Analyrer (AnalyzerTool)
o Argus (ArousTool
o AZ Path Tree (AsPathTree)
® Cisco Works Campus Manager (CiscoWorksCh)
® Cricket (CricketTool)
e Ethereal (EtherealTool)
o flow-tools (FlowTools)
o HP OpenView Network Node Manager (HP CpenView
o InfoVista
o [Pm (TpmTool
o [Pvi Management Gateway (Iovthdg)
o [RDD Tool Set (rddTool3et)
» Java SIMP Programming Environments (Javasnimp ProgrammingEnvirontnents)
» Tnettop (TnetTop
o JOIT-TV ( JoinTy )
# Looking Glass Service (LookingGlassService)
» MEERTT's 6hone Bouting Report (Menté B oneRoutingRepott)
® Mping (MpmgTocl)
o METGvE (IdrtgVeTecl)
o WMTER (JtrTool
o Mhilticast Beacon (MulticastBeacon)
e Nagios (MagiosTool)
o MatFit
o NetSHMP (MetSnmp
o Netlow/TPFL{ (MetlowlpFix T
o Netflow: IPvé Support for Netflow v9 in 103 (MetFlowlos
o Metflow: UTC collector (DetFlowTtc)
o NMIS: Network Management Information System (MmisTool
o NTOP (NtopTool)
s NTPwd: Memberg Lantime (Mtphdemberg
s Open-eye: (Openbye)
o PCHAR (PcharTool)
e Rancid (BancidTool)
o SHMP Session (SnmpSession)
o SNMP Proxy {SnmpPromy)
o Lan Topology Discovery Service (LanTopologyDiscoveryService)
e Polyphemus (FolyphemnusTool)
» Ripe MCC Test Traffic Tools (BipeldccTestTrafficTools)
o Tunnel Trace (TunnelTrace)
» Weathermap (WeathermapTool)

=

@ the GMET ‘Wikivikiveh ® Internet




Conclusions

« Management tools are absolutely needed in every
IPv4/6 network

 Network engineers need monitoring tools to launch a
new service / protocol into production

 Most of management protocols are on standard track.

« Lots of monitoring tools are now ready for IPv6
networks. However, question yourself ...

— Are your management tools (used for IPv4 monitoring)
available for IPv6 too ?

— What do | need to stress to my favourite vendor to be ready
and manage my IPv6 network ?
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Questions?

Thanks for your attention!

Contact
Athanassios Liakopoulos (aliako@grnet.gr)
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